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WEB GATEWAY SECURITY

Product Overview

Webwasher SME250
Secure Computing® is a global 
leader in Enterprise Gateway 
Security solutions. Powered 
by our TrustedSource™ 
technology, our award-winning 
portfolio of solutions help 
our customers create trusted 
environments inside and 
outside their organizations.

Webwasher SME250 
Benefits

•	 Protection for Web and mail 
traffic

•	 Fully integrated HTTPS 
scanning solution

•	 Behavior-based protection 
from spyware, Trojans, and 
other malware combined 
with high-end signature 
based anti-malware filtering 
engine

•	 Best protection against 
spyware and malware*

•	 Outbound content control for 
Web and mail to help with 
compliance regulations

•	 Reputation-based URL filter 
to ensure high productivity 
levels

•	 Blocks spam before it enters 
your network with connection 
control technology

•	 Enterprise-grade spam filter

* According to an independent test comparing 
the detection rates of 27 anti-virus and anti-
malware products, Webwasher  
Anti-Malware provides the industry’s best* 
security against spyware, day-zero, and  
blended threats not available with traditional 
anti-virus protections or stateful inspection 
firewalls. eWeek article “The Limits of Scanning” 
http://www.securecomputing.com/pdf 
/246693_final.pdf

Today’s dynamic Web 2.0 environment creates significant security challenges for organizations of all 
sizes. Protection is needed against Web-based threats and the numerous ways these threats attempt 
to enter and exit an organization—from Web sites and encrypted traffic to email or a combination 
of these methods. Solutions spawned 
in the Web 1.0 era will not meet the 
challenge. While Web 2.0 threats 
require all organizations and their 
security solutions to proactively 
protect all key Web protocols, most 
small to medium-size businesses don’t have the capacity or budget to deploy the numerous point 
security solutions needed for adequate protection. 

Webwasher® SME250 is an all-in-one Web security appliance that offers small to medium-size 
organizations the proactive protection they need against both inbound and outbound threats. Using 
TrustedSource™ Web reputation, this SME solution provides immediate protection against unknown 
threats such as malware hidden in a purportedly “good” Web page, hidden in encrypted SSL traffic, 
hidden in email, or a blended threat using all three methods. Webwasher’s in-depth security also 
protects organizations from outbound threats such as loss of confidential information that can leak 
out through email, encrypted Web mail, or other Web protocols.
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URL Filtering •	 Next generation filtering using TrustedSource Web reputation in addition to traditional category 
based filtering

•	 Industry-leading filtering powered by SmartFilter® 

•	 Numerous additional filters including real-time classification and safe search enforcement

Viruses, 
Spyware, 
and other 
Malware

•	 Best immediate malware protection for both Web and email traffic, as noted in eWeek*

•	 Proactive filters provide immediate protection against unknown malware including blended 
threats, spyware, Trojans, or day-zero attacks 

•	 Exceptional performance of a signature-based anti-malware engine for known malware threats

Data Leakage •	 Comprehensive corporate policy enforcement

•	 Supports regulatory compliance goals

Spam •	 TrustedSource reputation-based email filtering

•	 First line of defense against malicious code entering via email

•	 Reduces nuisance email that slows employee productivity

SSL Scanning •	 Temporarily decrypt SSL traffic to apply malware filters and check for policy compliance

•	 Security and Internet usage policies applied to inbound and outbound encrypted traffic

•	 Central certificate management

•	 Safely deployed – no decrypted content on the wire

Key Protections

Webwasher SME250 Solution

Webwasher SME250 appliance

http://www.securecomputing.com/pdf/246693_final.pdf
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For more information
Contact your local reseller,  
or Secure Computing at:  
1-800-379-4944 (inside U.S.) 
1-408-979-6100 (worldwide) 
www.securecomputing.com
Find A Reseller at: 
www.securecomputing.
com/partner_locator.cfm

Easy to Purchase, Deploy, and Manage

Cost-Effective, 
All-in-One 
Purchase

•	 Safeguard both Web and email traffic with all the Webwasher protections for 3 years

•	 Conveniently available in 100 user license bundles for up to 1000 users

•	 License includes support, updates, and 3-year Next Business Day onsite hardware replacement 
warranty

Easy Installation •	 Webwasher SME250 appliance arrives with a proven default configuration for fast and easy 
deployment

•	 Built-in monitors ensure a secure, error-free configuration with the most up-to-date data

•	 1U rack mount form factor with 2x10/100/1000 network interfaces

Flexible 
and Secure 
Deployment 
with High-
Performance 
Proxy

•	 Efficiently integrates with other security appliances, proxy, and caching devices

•	 Same hardened operating system as Secure Computing firewalls that have a track record of 
zero compromises

•	 Enterprise-strong proxy for HTTP, HTTPS, FTP, and SMTP traffic is the ideal choice for 
perimeter protection with flexible authentication and routing

Streamlined 
Administration

•	 Efficient policy management enables administrators to specify policies once that apply to Web, 
email, SSL, and FTP traffic

Capable 
Hardware*

•	 1GB Ram

•	 2.8 GHz Intel processor

•	 Single 80GB hard disk drive

•	 Single power supply

•	 800MHz front side bus

Comprehensive, Easy-to-Use Reporting
Users can view Webwasher information and reports in a number of different ways. The Security 
Dashboard gives instant snapshots of your Web and email traffic every time you log into the 
system. Administrators can instantly see how much traffic is being allowed or denied by the URL 
filter, the proactive scanner, or 
the anti-virus engine. They can 
also view information such as 
traffic volume by protocol and 
system data such as update 
status or CPU utilization.

Also included with every 
SME250 purchase is 
SmartReporter, an easy-to-use 
reporting solution for URL 
filtering. With SmartReporter, 
you can quickly understand 
how your organization is using 
the Web, isolate problems, 
document inappropriate 
Web activity, and tailor your 
filtering settings to effectively 
enforce your Web use policies. 
You can quickly drill-down into reports for more detail and easily save templates for future use and 
automatic distribution. (SmartReporter requires customer supplied Linux or Windows PC.)

Figure 1: SME250 provides real-time dashboards for Web and mail traffic

*Secure Computing reserves the right to change the appliance specification at any time to best match the performance requirements for the desired 
user range. Please consult the Web site www.securecomputing.com or technical support for latest specification.


